
▶  600 INSTRUMENTS FOR OSINT AND RESEARCH.

▶  TOOLS FOR OSINT IN BLOCKCHAIN.

▶  TOOLS FOR SECURING SMART CONTRACTS.

▶  THE NUMBER ONE MARKETPLACE FOR CRYPTO PROJECTS, ALL OPTIONS IN ONE PLACE.

▶  PRESS RELEASES FOR BLOCKCHAIN PROJECTS BY TOP MEDIA.

▶  MARMARKETING FOR CRYPTOCURRENCY PROJECTS WITH GARNTIA.

▶  OSINT NEWS, REAL INVESTIGATIONS AND USEFUL INFORMATION.

3. Land/

real estate

2. Firm

Name/official

registration

Shell

company/Tax

havens?

16. Employees &

Owners

6. Legal Information/

History

Type/Country?

Public company

registers

Only online

publication of new

registries: Company

registration Gazettes

Yes: online

registries: check

here: Open Company

registries

Transparency registerregister of pledges
industrial property

register

Is a car registered

to a business?

Vehicle register

Vehicle OSINT

Collection, UK,

Crypto

Payments:Crypto

Accounts

Cadastre (real estate

or real property's

metes- and- bounds of

a country)

Data from sources

listed on Landportal or

landmatrix.org

Real world "asset hunting"

A mine?

7. Online

penalties:

Sanctions or

blacklist

Listed in Sanctions

databases?

USA:

OFAC

EU

(raw

data)

Open

sanctions

Russia/UA/

Global

Atlantic

council

8. Intellectual

Property

International

WIPO Search

Portal

Google Patents,

epo (EU Patents),

Espacenet.com

(Global)

Country?

Online

Transparenzregisters

EU, DE, ...

DE Handelsregister,

UK Company House

...

Private company

registers (online)

Open Corporates (Global)

Sec.gov (US); previous filings:

SEC EDGAR

NorthData (Germany),

Drimble (Netherlands)

Zefix, or business- monitor.ch

(Switzerland)

Bird, (Bulgaria),

aihitdata (Global, good for

branches and changes)

EU OSINT Guide - Track EU

companies with local registries

List- Org (Russia)

Companies

Journalism

Leak DBs

9. Import/Export

Business

Firm appears on

export lists

Tracking of

containers

Holes in

Company's PR

story

(online)?

Google

Dorking

Maltego

Historical press

releases

Web archive, or

"Cache" search

Historical social

media PR

Twitter, Google

Dork "stocks:"

if listed

10. Trading/Trade

indicator

Red Flags on doing

business?

Is the firm in

the

Shipping biz?

Santandertrade

Blacklisted

Companies and

Vessels

Money laundering

OCCRP

or

ICIJ Offshore

leaks

Officers

Website

/IP/etc

Office search

openCorporates

Russia &

Ransomware

Federal Gazettes:

Germany: bundesanzeiger.de;

(Data sources, for indiv. contact)

Global Search: http://opengazettes.com/

Trick: search List of federal government

Gazettes:

1. START HERE:

General Overview

GoogleDork Website,

Wikipedia,

46 Bellingcat company

search tools;

Company Research

OSINT Tool

Corporate Wiki

Brownbook

Eg. global

blacklists

Track and Trace;

13. Environmental

or social problem?
11. Toxic Lobbying

Lobbying

Politics or

Science & Research

Listed in

Lobbying registers

Germany's Lobbying register (NEW);

EU transparency register search (raw data, 12,482)

Infos: Corporateeurope - "Company"

site:corporateeurope.org

Links to Lobby registers (Wiki)

US ProPubl. Lobbying Registry (New)

PR Videos

Images

Video extractor

OCR Text;..

Reverse

image search

Find whistle

blowing sources

(Linkedin etc)

Got staff E-

mail Address?

Verify profile of

company staff &

Management

Hunter.io

Management/

Owners

Ddosecrets

(Hunter

database)

List of Business registers

Country?

12. Corruption

check

Azerbaijanil

aundromat/

raw- data

search

OCCRP

aleph

Data on ESG

Performance

ESG and TCFD Reports

(google search) " (company)

+ "ESG report" + (TCFD

report)"

Example VW Group;

search CDP climate rating

OCCRP Catalogue of research Databases

by country

Corporate

Directory,

Gazette,

Government,

IP,

Land,

Legal,

NGO,

Social Media,

Trade

Transport,

International

trade databases

OCCRP

Databases

connecting people and

organsations

US:

https://littlesis.org/
Leak

databases

dehashed.c

om

Google Trends

On any

Trading

blacklists?

14. Investments

Startups & early stage

companies

Crunchbase; etc

Linkedin (Google

dork, Google Dork

builder)

5. Company

Website

Connections Did

Content change

Does company

want to hide

stuff

Links to other

companies:

Unfurl,

links to other urls

(redirects) -

BuildWith

Domain

registration

Where/When

registered:

International

WHOIS

Websites,

contact address

15. Public data

request?

Public Freedom

of information

requests

Muckrock (US

database);

Fragdenstaat

(German)

Advanced Search,

asktheeu.org (EU)

YOUR COMPANY

4. Infos from Leaks/

databreaches

Did firm steal

IP?

Connections to

dodgy entities?

- Constella Intelligence,

-  Dehashed,

- RW PR pages,

- Ransomware

leak site monitoring

- HaveIPeenPawned on

company emails

- "Leaks monitor"

archive of {paste} dumps

- Pastebin: “company or

exec” site:pastebin.com

- Username/email/number of

firm on Breachdirectory

- Tutorial on Google Dorking

for leaked company intel:

Osintteam.blog

- EmploLeaks: Identify

Breached Company Accounts

via LinkedIn (tut.)

Company data from

Dataleaks from

Randsonware,

Darkweb etc.

WebArchive:

& other net

archives

(automation guide)

On a list of

politically exposed

persons of Russia &

Belarus?

Rupep.org

Taxes

Check

Umsatzsteuer-

Identifikationsn

ummern (DE &

across EU)

SocialLinks

Germany

Unt. register

USA Austria Topic

global/EU

locate the

right court

of law

Insolvenzen

Bundesportal:

Insolvenzbekan

ntmachungen

Names of

involved persons

Search UN

Convention on

Contracts for the Int

Sale of Goods

cisg online search for

cases

Int. Criminal

Court Search:

Legal- tools

EU Court

Human Rights

EU

EU Court of

Justice - Search

InfoCuria
Open

Corporate: Issues

with German

company

numbers/IDs

(guide)

Stock exchange

listed?

Guide on

Project

Prophesy -

OSINT intel

techniques on

the stock market

data

Listed on

nasdaq (Search

for ISIN)

Changed

Company

Name?

Esp.India

Social Media?

Search for

Cashtags

$BTC, $ETH, or

$AAP

What trade?

Import/Export

Import/Export Search

on tradeatlas (by

company)

‘Tradint’

research method

(Tools Guide) openinsider.com/

17. Visualization

for company

research

Coding?

kumu.io / gephi

Graph

databases:

Neo4J

(guide)

SpiderFoot scan

Neo4J

Integration

Check name and

company

domain (e.g:

experte.com/em

ail- finder /

skymem.info

Company & person

investigations

(guide, Viz)

Company

"Interests",

"Group", or

"check- ins" on

LinkedIn or

Facebook

Find if Gmail

address is tied

to company

email?

(guide)

Funding non-

peer

reviewed

articles: SSRN

Occupations and company

Datadump on

PeopleDataLabs Companies

Datadump on

PeopleDataLabs Job Titles

Guide 1

Guide 2

(On German

companies? )

ClimateChange

"Desmog"

Databases

CEO E- Mail

Adresses (UK)

Identify co- domains

of company (Msc

Azure AD

enumeration)

Person due

diligence

x- ray.contact/

Further 365 company registry databases

 

CHECKLIST FOR  CHECKING ORGANIZATIONS

                      START

 BLOCKCHAIN | OSINT | MARKETING

ADVISOR-BM.COM

Online blacklist

Crypto

bitcoinabuse

ChainAbuse

Website Scam

check

Carbon Credit

databases such

as by VERRA

#SOCINT

on hidden

Assets

Maltego

ICIJ Database

http://registries.opencorporates.com/
http://registries.opencorporates.com/
https://en.wikipedia.org/wiki/Pledge_%28law%29
https://en.wikipedia.org/wiki/Industrial_property
https://vehicle%20osint%20tool%20collection/
https://vehicle%20osint%20tool%20collection/
https://www.carveto.co.uk/blog/owner-by-reg/
https://landportal.org/book/datasets
https://landmatrix.org/
https://www.sec.gov/Archives/edgar/data/
https://sanctionssearch.ofac.treas.gov/
https://sanctionssearch.ofac.treas.gov/
https://data.europa.eu/data/datasets/consolidated-list-of-persons-groups-and-entities-subject-to-eu-financial-sanctions?locale=en
https://data.europa.eu/data/datasets/consolidated-list-of-persons-groups-and-entities-subject-to-eu-financial-sanctions?locale=en
https://www.opensanctions.org/
https://www.opensanctions.org/
https://sanctions.nazk.gov.ua/en/search/?q=Markov
https://sanctions.nazk.gov.ua/en/search/?q=Markov
https://www.atlanticcouncil.org/blogs/econographics/russia-sanctions-database/
https://www.atlanticcouncil.org/blogs/econographics/russia-sanctions-database/
https://patentscope.wipo.int/search/de/search.jsf
https://patentscope.wipo.int/search/de/search.jsf
https://patents.google.com/
https://www.epo.org/searching-for-patents.html
https://www.epo.org/searching-for-patents.html
https://www.epo.org/searching-for-patents.html
https://ec.europa.eu/transparencyregister/public/consultation/search.do
https://transparenzregister.de/
https://www.handelsregister.de/rp_web/welcome.xhtml
https://www.gov.uk/government/organisations/companies-house
https://opencorporates.com/
https://www.sec.gov/Archives/edgar/data/
https://www.sec.gov/edgar/browse/?CIK=1704904
https://www.northdata.de/
https://drimble.nl/bedrijf
https://www.zefix.ch/
https://business-monitor.ch/en
https://scan.bird.bg/tr/
https://www.aihitdata.com/
https://osintteam.blog/track-company-information-using-local-registries-eu-version-part-1-b7e34ea7f32a
https://www.list-org.com/
https://www.maltego.com/blog/using-google-dorks-to-support-your-open-source-intelligence-investigations/
https://cachedview.com/
https://santandertrade.com/en/portal/reach-business-counterparts/black-listed-companies#result
https://santandertrade.com/en/portal/reach-business-counterparts/black-listed-companies#result
https://santandertrade.com/en/portal/reach-business-counterparts/black-listed-companies#result
https://santandertrade.com/en/portal/reach-business-counterparts/black-listed-companies#result
https://www.occrp.org/en
https://offshoreleaks.icij.org/
https://offshoreleaks.icij.org/
https://opencorporates.com/
https://opencorporates.com/
https://www.bundesanzeiger.de/pub/de/start?14
https://www.bundesanzeiger.de/pub/Alphabetische%20Uebersicht.pdf
http://opengazettes.com/
https://en.wikipedia.org/wiki/List_of_government_gazettes
https://en.wikipedia.org/wiki/List_of_government_gazettes
https://www.boxpiper.com/posts/google-dork-list
https://en.wikipedia.org/
https://docs.google.com/spreadsheets/d/18rtqh8EG2q1xBo2cLNyhIDuK9jrPGwYr9DI2UncoqJQ/edit#gid=1597661345
https://docs.google.com/spreadsheets/d/18rtqh8EG2q1xBo2cLNyhIDuK9jrPGwYr9DI2UncoqJQ/edit#gid=1597661345
https://github.com/jivoi/awesome-osint#-company-research
https://github.com/jivoi/awesome-osint#-company-research
https://www.corporationwiki.com/
https://www.brownbook.net/
https://www.wcaworld.com/WCAworldBlacklist
https://www.wcaworld.com/WCAworldBlacklist
https://www.track-trace.com/container
https://www.lobbyregister.bundestag.de/startseite
https://ec.europa.eu/transparencyregister/public/consultation/search.do
https://corporateeurope.org/en/
https://corporateeurope.org/
https://en.wikipedia.org/wiki/Lobby_register
https://projects.propublica.org/represent/lobbying
https://en.wikipedia.org/wiki/Lobby_register
https://roddytech.medium.com/osint-how-extract-text-from-an-image-or-video-1eac0a023c1a
https://addons.mozilla.org/en-US/firefox/addon/search_by_image/
https://addons.mozilla.org/en-US/firefox/addon/search_by_image/
https://hunter.io/
https://ddosecrets.com/
https://hunter.ddosecrets.com/search
https://hunter.ddosecrets.com/search
https://en.wikipedia.org/wiki/List_of_official_business_registers
https://www.occrp.org/en/azerbaijanilaundromat/raw-data/
https://www.occrp.org/en/azerbaijanilaundromat/raw-data/
https://www.occrp.org/en/azerbaijanilaundromat/raw-data/
https://www.occrp.org/en/azerbaijanilaundromat/raw-data/
https://aleph.occrp.org/entities/6667776.47d62d9412246512181ff463219da0c69941c99c
https://aleph.occrp.org/entities/6667776.47d62d9412246512181ff463219da0c69941c99c
https://annualreport2022.volkswagenag.com/group-management-report/shares-and-bonds/esg-ratings.html
https://www.cdp.net/en/companies/companies-scores
https://id.occrp.org/databases/
https://id.occrp.org/databases/#international
https://id.occrp.org/databases/#international
https://id.occrp.org/databases/#international
https://littlesis.org/
https://www.dehashed.com/
https://www.dehashed.com/
https://trends.google.com/trends/explore?date=all&geo=DE&q=Volkswagen&hl=en
https://www.crunchbase.com/organization/sto-germany/people
https://www.fundz.net/the-best-startup-databases-by-category
https://medium.com/ax1al/the-unconventional-guide-to-conducting-osint-on-linkedin-c9631b27935d
https://github.com/krlabs/linkedin-dorks
https://github.com/krlabs/linkedin-dorks
https://recruitin.net/?country=de&job-title=armor+officer&include-keywords=&exclude-keywords=&education=all&company=&network=LinkedIn&savedSearchLabel=&submit=true
https://recruitin.net/?country=de&job-title=armor+officer&include-keywords=&exclude-keywords=&education=all&company=&network=LinkedIn&savedSearchLabel=&submit=true
https://dfir.blog/unfurl/
https://builtwith.com/
https://www.whoxy.com/
https://www.muckrock.com/news/archives/2016/aug/11/city-council/
https://fragdenstaat.de/anfragen/?q=BMW
https://www.asktheeu.org/de/advancedsearch
https://constellaintelligence.com/
https://constellaintelligence.com/
https://www.dehashed.com/
https://www.reddit.com/r/Malware/comments/11gy7h1/list_of_ransomware_groups_and_their_pr_pages_2023/?rdt=61084
https://privtools.github.io/ransomposts/
https://privtools.github.io/ransomposts/
https://haveibeenpwned.com/
https://psbdmp.ws/
https://pastebin.com/
https://breachdirectory.org/
https://osintteam.blog/leaks-and-breaches-for-osint-a7e3eb6bb56f
https://github.com/infobyte/emploleaks/tree/main
https://blog.netrunner.lol/emploleaks-identify-breached-company-accounts-via-linkedin-349fa5678bad
https://blog.netrunner.lol/emploleaks-identify-breached-company-accounts-via-linkedin-349fa5678bad
https://archive.org/
https://www.aware-online.com/en/osint-tools/web-archive-tools/
https://www.aware-online.com/en/osint-tools/web-archive-tools/
https://publication.osintambition.org/5-basic-techniques-for-automating-investigations-using-the-wayback-machine-archive-org-3d1f2b8247d2
https://rupep.org/en/
https://evatr.bff-online.de/eVatR/
https://evatr.bff-online.de/eVatR/
https://sociallinks.io/
https://www.unternehmensregister.de/ureg/
https://www.unternehmensregister.de/ureg/
https://pacer.uscourts.gov/find-case/search-specific-court
https://rdb.manz.at/suchen
https://www.gerichtsverzeichnis.de/
https://www.gerichtsverzeichnis.de/
https://www.gerichtsverzeichnis.de/
https://neu.insolvenzbekanntmachungen.de/ap/
https://neu.insolvenzbekanntmachungen.de/ap/suche.jsf
https://neu.insolvenzbekanntmachungen.de/ap/suche.jsf
https://cisg-online.org/search-for-cases
https://cisg-online.org/search-for-cases
https://www.legal-tools.org/
https://hudoc.echr.coe.int/#%7B%22fulltext%22:[%22BMW%22],%22documentcollectionid2%22:[%22GRANDCHAMBER%22,%22CHAMBER%22]%7D
https://hudoc.echr.coe.int/#%7B%22fulltext%22:[%22BMW%22],%22documentcollectionid2%22:[%22GRANDCHAMBER%22,%22CHAMBER%22]%7D
https://curia.europa.eu/juris/recherche.jsf?language=en
https://blog.opencorporates.com/2019/02/19/wait-what-the-problems-of-company-numbers-in-germany-and-how-were-handling-them/
https://www.osintteam.com/project-prophesy-osint-on-stock-market/
https://www.osintteam.com/project-prophesy-osint-on-stock-market/
https://www.osintteam.com/project-prophesy-osint-on-stock-market/
https://www.osintteam.com/project-prophesy-osint-on-stock-market/
https://www.osintteam.com/project-prophesy-osint-on-stock-market/
https://www.osintteam.com/project-prophesy-osint-on-stock-market/
https://www.osintteam.com/project-prophesy-osint-on-stock-market/
https://www.osintteam.com/project-prophesy-osint-on-stock-market/
https://data.nasdaq.com/search?query=BMW
https://nsdl.co.in/list-comchange.php
https://www.makeuseof.com/what-are-twitter-cashtags/
https://www.tradeatlas.com/en
https://www.tradeatlas.com/en
https://tradint.io/2021/08/26/6-advanced-twitter-methods-research-tools-for-capital-market-insights-and-analysis/
http://openinsider.com/
https://kumu.io/
https://gephi.org/
https://neo4j.com/developer/cypher/guide-cypher-basics/
https://github.com/smicallef/spiderfoot
https://github.com/blacklanternsecurity/spiderfoot-neo4j
https://www.experte.com/email-finder
https://www.experte.com/email-finder
https://www.skymem.info/
https://www.maltego.com/blog/how-to-conduct-person-of-interest-investigations-using-osint-and-maltego/?utm_source=twitter&utm_medium=social&utm_campaign=GOV&utm_content=maltego.com
https://twitter.com/MaltegoHQ/status/1682379205873418240/photo/1
https://twitter.com/OSINT_Tactical/status/1677405835041841152
https://twitter.com/OSINT_Tactical/status/1677405835041841152
https://twitter.com/OSINT_Tactical/status/1677405835041841152
https://twitter.com/OSINT_Tactical/status/1677405835041841152
https://google%20cal%20/#OSINT%20Technique%20to%20check%20if%20a%20Gmail%20address%20is%20valid%20or%20if%20ANY%20email%20address%20is%20tied%20to%20a%20Google%20account,%20including%20company%20emails
https://papers.ssrn.com/sol3/DisplayAbstractSearch.cfm
https://www.peopledatalabs.com/company-dataset
https://www.peopledatalabs.com/related-title-dataset
https://www.secjuice.com/osint-how-to-investigate-lobbying/
https://www.propublica.org/nerds/lobbying-registration-database-reporting-recipe
https://projects.propublica.org/represent/lobbying/search?utf8=%E2%9C%93&search=german&commit=Search
https://projects.propublica.org/represent/lobbying/search?utf8=%E2%9C%93&search=german&commit=Search
https://www.desmog.com/databases/
https://www.desmog.com/databases/
https://www.ceoemail.com/
https://www.ceoemail.com/
https://aadinternals.com/osint/
https://aadinternals.com/osint/
https://aadinternals.com/osint/
https://aadinternals.com/osint/
https://x-ray.contact/
https://molfar.com/en/useful-apps-registers
https://www.bitcoinabuse.com/
https://www.chainabuse.com/address/1CMQMKmvT4hz2k2ijyxVxN7fHS62K7uQ7z
https://registry.verra.org/app/search/VCS/All%20Projects
https://www.advisor-bm.com/
https://www.advisor-bm.com/
https://www.advisor-bm.com/
https://www.advisor-bm.com/
https://www.advisor-bm.com/blockchain-advisorbm/press-release-and-article-for-cryptocurrency-and-blockchain-projects
https://www.advisor-bm.com/advisorbm-news
https://www.advisor-bm.com/smart-contract-security
https://www.advisor-bm.com/osint-blockchain2023
https://www.advisor-bm.com/osint-tools
https://www.advisor-bm.com/advisorbm-marketplace-cryptocurrency-promotion-store-crypto-marketing
https://www.advisor-bm.com/



